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P Agenda
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¢ ESD Design In IC Level

* Design Guide Lines

* CMOS Design

* Process Level Method
# Circuit Level Method

* Whole Chip Design

* Internal Damage
» VVdd-Vss Protection
» Mix-Mode IC

* ESD Design in System Level
* Equipment Design
* Software Design
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Design Guide Lines

Provide the IC with efficient discharging paths to bypass any ESD stress while
the IC isin the ESD-stress conditions.

Pass the normal 1/0O signals and keep inactive while the IC isin normal
operating conditions.

Low input capacitance and resistance to meet acceptable I/O signal
delay. (as small as possible)

Have a high ESD robustness within a reasonable layout area. (as small
as possible)

Maintain a high latch-up immunity in the CMOS IC (all the 1/O devices
and ESD protection devices must be surrounded by guard rings).

Fabrication of such ESD protection devices can be compatible to the
process technology (without increasing additional mask layers or
modifying the process steps as possible) T »

High-voltage-tolerance 1/O applications. The snapback holding voltage |
of the ESD clamp devices should be greater than the maximum voltage i

level of the input signals. .‘7
‘ﬂ_..d)
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Design Guide Lines

Protection |4 . {1~ ‘ \ Protection
Circuit /T L PMAS T4 N Cireu
ESD
Protection
Circuit

Protection|l -1 HUIOS: .- Protection
Circuit Circuit /]

=VSS$
Inupt Input Output Outupt VDD-to-VSS
Protection Buffer Buffer Protection Protection

» ESD protection circuit can not work in normal mode. %
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Design Guide Lines

Unexpected ESD Current
Discharging Pat ] Discharging Path

I-I-P

ESD

Prg_tect_i?n
s [ ircui
Protaction 8
Circuit 8

- - f
ND-mode Input Internal Internal ~ Rss YDD-to-VS$ ,‘
ESD Voltage  Protection  Circuits Circuits Protection :’

* Internal damage because of improper design. =
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] CMOS Design

ESD Implant

| LDD Structure \

Gate

L=1.0pm
Junction depth = 0.18um
HBM ESD Robustness = 1KV
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: ESD-Implant Structure \

Source

K yvyvyyy

L == 1.4um

Junction depth = 0.22 ~ 0.25um

HBM ESD Robustness = 4KV
(0.6-um CMOS Process)




CMOS Design
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& MMOSE with Silicided Diffusion (for Intemal devices)
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CMOS Design
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CMOS Design

Thin-Oxide
PNOS

Poly R
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Cireuit Circuilt
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NMOS
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CMOS Design

- Gate couple by » Gate couple by
field-oxide device bootstrap NMOS

| o
| PAD |

Thin-Oxide
NMOS

Fleld -Oxide
Device
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(c). Protection under PS-mode ESD sress | (d). Protection under NS-mode ESD stress
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Whole Chip Design

Internal ESD Damages under ND-mode ESD Stress on Output Pin

Unexpected
Disc:hargi.ng Path

ESD
Protection
Circuit |

ND-mode
ESD Voltage
: Input ESD
Protaction Intemal  Parasitic VDD-to-VSS |rl_leTjul R S UDDJtu-yss
Circuits  Fleld-Oxide Latchup Path Circuits Protection

Device
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Whole Chip Design

Internal
Circuits

Internial
Circuits

lIEm

L ESTH
Input ESD OwRpun BuRer

Qi Buier
Protection Circut M

Profecion Chro it

Pin-to-pin ESD stress
= ESD stress across the VDD and V35 power lines.

Pinto-pin ESD stress
=+ ESD voltage across the VDD and VS5 power lines.
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Whole Chip Design

Internal
Circuits

= The internal circuits are more vulnerable to ESD damage
in this ESD-stress condition.
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Whole Chip Design

®* Cross-Sectional View of the Latchup Path ® Layout Example * Cross-Sectlonal View of the parasitic
s - \aibin lateral n-p-n bipolar transistor
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ESD current appears.

® Layout Example
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« Parasitic SCR and BJT in CMOS are easy to be damaged while :’
|
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Whole Chip Design

Prior Art of VDD-to-VSS ESD Protection

® A gate-grounded NMOS is used as the ESD clamp device between
the VDD and VSS Power lines

IESD
—»

Interhal
Circuits

VDD-to-VSS
ESD clamp
Device




Whole Chip Design

Effective VDD-to-VSS ESD Protection Design

Internal
Circuits

VDD-to-VSS
ESD Clamp Circuit

¢ Under the ESD-stress condition, the NMOS provides a short-circuit
path between the VDD and VS$ power lines.
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Whole Chip Design

Issue of Parasitic Resistance and Capacitance along
the VDD/VSS Power Lines

Spacing ¢

Internal
Circuits

| AR T S A POt i

VDD-10-V55
ESD Protection Clrcult

= The width of VDD/VSS Power lines is an important design parameter,
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: l;‘z\;‘ Whole Chip Design

Test Chip to Verify Spacing Effect on ESD Protection

Qutput Padl Input Pad

Spacing

Disipiit O it it it

P Pad Pad Pad Vs5| (VDD

WIL=2501.4 Input ESD
R=100KQ Dp=120/2.4
Ca2pF Dna120/2.4

* Fabricated in a 0.8-um CMOS process.
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. Whole Chip Design

k

Experimental Results of Pin-to-Pin ESD Protection llExperimental Results of Pin-to-Pin ESD Protection

* Positive ESD stress on an Output Pin with a grounded Input Pin,
but both the VDD and V55 Pins are floating.

® Negative ESD stress on an Qutput Pin with a grounded Input Pin,
but both the VDD and V35 pins are tloating

Fositive ESD Voltage (KW}
Megative ESD Valtage (KW

] 2000 4000 6000  BOO0 10000 12000 14000

Spacing (gm)

G000 BOOD 10000 12000 14000

Spacing (gm}

* ltis better to keep the length of power lines between 1/O cell to VDD-Vss i\’
ESD clamp less than 2000pm with 30pum width. E

‘ﬂ_..d)
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Whole Chip Design

Circuits
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Area-Efficient VDD-to-VSS ESD Clamp Circuit
by Using the Substrate-Triggering Field-Oxide Device (STFOD)

ESD-Transient ESD-Stress Condition
Detection Circuit VDD

A Time
VDD Power-0On Condition

(2001.2) et L2

® The device provides a short-circuit path
between the VDD and V53 power lines, when the
ESD voltage is across between VDD and VSS.

.
I
I
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- Mix-Mode IC

ESD Current Path in a Mixed-Mode IC with
the Separated Analog and Digital Power Pins

¢ A positive ESD stress occurs on a digital VDD pin with the digital VS$S
pin grounded, but the analog VDDA and VSSA pins are floating.

Digital ¢

Circuits :

Analog
Circuits
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Mix-Mode IC

ESD Current Discharging Paths during the Pin-to-Pin
ESD Stress in a Mixed-Mode IC with ESD-Connection Diodes

® An ESD voltage occurs on a digital input pin with an analog output pin
grounded, but all the digital and analog power pins are floating.

D1 D2

|
Analog — —
T i Circuits

ESD
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= ESD Design in System Level

* Energy from ESD can be coupled to an
electric circuit in two ways

* By direct conduction
« This often results in damage to the circuit
* By capacitive or inductive coupling

* They occur when there is a discharge to a nearby metal
object or cable, and the resulting fields are coupled to

the susceptible circuit. f\

?

-
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= ESD Design in System Level

* |/O cable treatment
* Use of cable shielding
* Common-mode chokes
* Over-voltage clamping devices
+ Cable with bypass filters

* Taking care of ESD noise invaded
* Recheck critical inputs (several ms apart)
* Use less sensitive and slow (narrow bandwidth) '\

devices -
« Use differential 1/O schemes \’
» Do not use edge-triggered or wide bandwidth logic ' -j

8-27 ‘v)
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Equipment Design

* Eliminating the static buildup on the source.

* Using the poor charge generators (dielectric
materials) as an enclosure

* Protecting a sensitive circuit from ESD
* |nsulating the product to prevent a discharge.
* Providing an alternative path for the discharge
current to bypass the circuit.

* Shielding the circuit against the electric fields f\
produced by the discharge. -

* Protecting the circuit against the magnetic o\
fields produced by the discharge. P

)
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Equipment Design

|
|

|« SECONDARY SHIELD
CONNECT TO CKT. COMMON

i -
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N N
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77 T
(A) (B)

Figure 12-9. Capacitive coupling between a metallic enclosure and a circuit (A). A secondary
shield (B) can be used to block the capacitive coupling between a circuit and a metallic enclosure.
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Equipment Design

SINGLE POINT GROUND

CONNECTION BETWEEN
ARC 77 CIRCUIT AND ENCLOSURE
—2_p ARC
% (7 £
7 72
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Figure 12-10. Electrostatic discharge to a metallic enclosure containing a circuit with an external Figure 12-11. Electrostatic discharge to a metallic enclosure containing a circuit with a single-
ground connection. point connection between the enclosure and the circuit.
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Figure 12-12. Two enclosures connected with a shielded cable, in an attempt to turn the two into  Figure 12-13. A common-mode choke can be used on the interface cable to drop the ESD-
one continuous enclosure. induced noise voltage (V).
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& Equipment Design
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Figure 12-14. Improper connection between PWB and chassis (A) forces ESD currents on cables
to flow through the PWB. Proper connection (B) diverts ESD current from PWB.
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<CONTROL

r_.
LED-;[

PWB

L l«—— SPARK ARRESTER
7

INSULATED FACE PLATE

Figure 12-16. Metallic spark arrestor placed behind an insulated face plate to divert the ESD
current to ground.

To frame ground
or /
Circuit ground

* Theguard ring must be naked and vvidn!‘-'-
enough, and it may be connected to
circuit on board or not.
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Equipment Design

e
-~ uard Ring

w3 Far-end *‘%{,‘_\_ _ PCB

terminal Hﬁ“:‘\‘;\k

2,

To frame grnuni{ ; ___ e e = To frame ground

ar

Clreuit ground - T B Clreuit ground
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#
Theloop area formed by guardtrace * Without case connecting point, the )
will be able to induce radiated far-end terminal of the guard lead R
interference. That is, it will be worse will have poor effect to drain ESD ~\’
for RStest. current. ‘,, )




O Equipment Design

. ( )
-
guard wall printed wires ground guard
Cable
Keep a distance membrane
for ESD «—» / LED
- % = -
seam i, "
= Segm
= Ground guard | \’
— 0 3
= .
[

screw holes
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Keep a distance

for ESD

Equipment Design
Keyboard Example

Cable
membrane

holes

_ Seams on side l
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= Software(Firmware) Design

* Detecting errors in program flow
* Watch Dog Timer (WDT)

+ Detecting errors in 1/O

* Detecting errors in data memory

* The values of SRAM In error or
accessing faults to EPROM '\
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e Summary
e

* ESD hardening of a system involves the electric,
mechanical, and software design of a system.

+ All exposed metal must be grounded to chassis
ground.

* Hardening a system against ESD will also make it
Immune to most other sources of radio-frequency
Interference.
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